Computer Forensics Program

The Program in Brief

The Computer Forensics program provides its
participants with a comprehensive understanding
of computer forensics and investigation tools and
techniques. All major personal computer operating

system architectures and disk structures will be discussed.

Participants will learn about the most relevant software
and hardware tools, the importance of digital evidence
controls, and how to process crime and incident scenes.
Participants can also look forward to in-depth coverage
of key areas like data acquisition, computer forensic
analysis, e-mail investigations, image file recovery, and
investigative report writing.

The Type of Program Participant
Who Would Benefit Most:

Anyone interested in eventually entering a technical
field of law enforcement or anyone whose work involves
information technology related security duties would be
well served by this program.

Prerequisites

A high level of computer literacy, preferably A+
Certification or equivalent experience would be ideal.

Key Topics

* The Computer Forensics Profession
* Computer Forensics Tools

* Digital Evidence Control

* Data Acquisition

* Computer Forensics Analysis

* E-mail Investigation

* File Recovery

* Formal Report Writing

Other Key Program Elements

Participants can expect to be continuously challenged
by way of demanding assignments and projects aimed
at helping them build high level skills. Some labs/

assignments/projects to be expected include:
* Data Recovery Lab
* Encrypted Password Cracking Lab

Other Programs/Certifications participants will be in
a position to successfully participate in/pursue upon
completing this program:
* Ethical Hacking & Penetration Testing Program
* CCE Certification

Factors worth noting

*This is an instructor led program.

* This program is available on a full time, part time
bases; 5 day crash course available.

* Crash course includes mandatory 4 week of
supplementary lab access with assignments.

* Authorized Testing Centre in Southern Ontario
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